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Abstract—We optimize the disaster backup in multi-datacenter
(multi-DC) cloud systems and design disaster-aware algorithms to
realize rapid backup with the objective of minimizing the backup
window for all the DCs in the network. A mixed integer linear
programming (MILP) model is first formulated to optimize the
backup processes of all production DCs jointly. We then develop
three heuristics that use the one-step or two-step approaches for
the selection of backup DCs and the calculation of backup routing
paths. Simulation results show that the TwoStep algorithm can
achieve the shortest backup window with the lowest operation
complexity.

Index Terms—Multi-datacenter networks, Mutual backup
model, Backup window.

I. INTRODUCTION

Recently, with the rapid rise of internet-scale systems [1]
and cloud services, datacenter (DC) networks have attracted
intensive interests from both industry and academia. The cloud
services running on DC networks provide a huge opportunity
for interactive applications such as online games, interactive
television, collaborative computing and etc. Meanwhile, user
experience is vital for these interactive applications, since
they usually have very small tolerance to service disruptions.
Therefore, there is an increasing trend to deploy geograph-
ically distributed (geo-distributed) cloud computing systems.
Large enterprises such as Google, Amazon and Microsoft, are
building multiple DCs in different physical locations globally
to provide geo-distributed cloud services. The rationale is
to deploy DCs close to the end users for improving user
experience by minimizing network latency [2].

It is known that DCs are vulnerable to nature disasters.
Because a DC usually carries massive data and applications,
disasters can bring it down and cause huge losses to both the
infrastructure providers and the data owners. For instance, the
2008 Sichuan earthquake in China had destroyed more than
60 enterprise DCs [3], and the 2011 Tohoku earthquake and
tsunami had wiped off tens of DCs and even caused some
companies to file bankruptcy due to losing key data [4]. Hence,
disaster backup and recovery become not only important but
also necessary for DCs. Multi-DC cloud systems can provide
sufficient redundancy for disaster backup and recovery, several
backup mechanisms were proposed for this type of systems in
[5, 6]. Wood et al. discussed how to provide disaster recovery
as a cloud service and summarized the economic benefits asso-
ciated with this approach in [7]. A resource allocation scheme
for disaster recovery was proposed in [8]. The authors of [9]
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Mutual backup in multi-DC cloud systems.

investigated the routing and bandwidth allocation problem for
bulk data transfers among multiple DCs. Note that the backup
window, which is defined as the time period for backing up
the new data among DCs, is a key parameter to evaluate DC
backup plans, as a prolonged backup window can impact the
normal operations of both production and backup DCs and
may also introduce congestions on the network links between
them [10]. Therefore, companies usually run DC backups
during mid-nights and try to finish them within a shortest
backup window. A few techniques have been developed for
reducing the backup window, including data de-duplication
[10] and snapshot [11]. However, to the best of our knowledge,
there is no previous work that has considered to reduce the
backup window with joint optimization of the selection of
backup DCs and the corresponding routing paths.

In this paper, we consider a mutual backup model in multi-
DC cloud systems. As shown in Fig. 1, the DCs in the network
back up the generated data for each other, and the generated
data are transferred to the backup DCs periodically. When a
disaster happens, the backup DC will recover the data and
restore the cloud service in the production DC. We design
disaster-aware algorithms to realize rapid disaster backup and
to minimize the backup window for all the DCs in a geo-
distributed multi-DCs network. We first formulate a mixed
integer linear programming (MILP) model to optimize the
backup processes jointly, and then design three heuristics
that use one-step or two-step approaches for the selection of
backup DCs and the calculation of backup routing paths.

The rest of the paper is organized as follows. Section
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I formulates the problem and gives a mixed integer linear
programming (MILP) model to optimize the solution. We then
propose several heuristic algorithms in Section III to reduce
the computational complexity. The performance evaluation
with numerical simulations is discussed in Section IV. Finally,
Section V summarizes the paper.

II. PROBLEM FORMULATION
A. Network Model

We model the topology of the multi-DC network as a
directed graph G(V, E), where V' denotes the set of network
nodes, and E denotes the set of directed links. Within V', there
are K DC nodes that each includes a DC and necessary inter-
connecting equipment. We denote the set of these DC nodes
as V' and have V% C V. Foralink e = (v,u), u,v € V, its
bandwidth capacity is defined as B, ,,. For a disaster backup,
we assume that the amount of new data to be backed up in a
DC node v € V¢ is A, and hence the total amount of data

for backup is
M= Y A,

veVde

)

In order to maintain DC survivability during disasters, we
need to ensure that the production and backup DCs are located
in different disaster zones [12] and a single disaster cannot
destroy both of them. As the DC nodes are already geo-
distributed, we assume a disaster zone only covers the set of
nodes V7 that are directly connected to the production DC v,
ie, VZ={u: (v,u) € E,u € V¥}. A DC can generate
new data all the time, and these data will be transferred
to its backup DC during the next backup window. Then, in
order to achieve rapid disaster backup, we need to design
the optimization mechanism that for a production DC, it can
select the backup DC and the corresponding backup routing
paths, with the objective to minimize the total backup time
required for all DCs in the network (i.e., the backup window).
Note that for the backup process, the data transmission time
is usually much longer than the signal propagation delay
[13], and therefore we can ignore the propagation delay when
calculating the backup time.

B. MILP Formulation

We assume that the network operates based on a discrete
time interval, which is denoted as At. As the bandwidth
capacity between any two nodes is not less than the smallest
bandwidth on the links, we derive the upper bound of the
backup window in number of the time intervals as

M
- [min(Bu,U) : Atw’

where M is the total amount of data to be backed up and can
be calculated with Eq. (1). To maximize network bandwidth
utilization during the backup window, we assume that the
diaster backup adopts cloud service [14], which means that
for a production DC, the backup DC location can vary in
different time intervals. Therefore, for each production DC,
we need to optimize the selection of backup DC and the

Y(u,v) € E, ?2)
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corresponding routing paths for each time interval At, with
the objective to minimize the backup window. Note that for
each backup process, the production DC should set up flows
on multiple routing paths simultaneously to fully exploit the
network throughput. We formulate a mixed integer linear
programming (MILP) model to solve this problem.
Notations:
o G(V, E): the physical topology.
o V9 the set of DC nodes.
o A,: the amount of data to be backed up in DC node v.
o V7: the disaster zone of DC node v.
o M: the total amount of data to be backed up.
o N: the upper bound of the number of time intervals in
backup window.
. ij,)z: the bandwidth capacity on link (w, z) € E for the
j-th time interval.
Variables:
. a:q(f )2 Boolean variable that equals 1 if node u is selected
as the backup DC of node v in the j-th time interval, and
0 otherwise. Also, 29 =0, Yo,u e V\ Ve,
o bg{L,MJ: Non-negative variable that indicates the band-
width used on link (w, z) to back up data from v to u in
the j-th time interval, and bl(;],Lw@ =0, Yo,u € V\Vd,
. dff )u : Non-negative variable that indicates the bandwidth
used for the backup from v to u in the j-th time interval,
and dY), = 0, Yv,u e V\ V.
o N,: Integer variable that indicates the number of the time
intervals used for backing up data in DC v, and N, =
0, Yv e V'\ Ve,
Objective:
Minimize max (N,)
veVde

3)
The objective of the MILP is to minimize the maximum
number of time intervals used for backing up the data in any
DC v € V4, je., to minimize the backup window. In order to

make the objective function linear, we define another variable
T and add a constraint to the MILP

T>N,-At, Yve Ve 4)
Then, the objective function becomes
Minimize T, ®)]

where T is the backup window of the multi-DC cloud systems.
Constraints:
1) Backup location constraints

S el <1, veeVEje[,N], (6
uevdc
S 2l <1, VueV® el N] )
’UEVdC

Egs. (6)-(7) ensure that in each interval At, a production DC
can only select one backup DC at most to send backup data,
while a backup DC also can only receive backup data from one
production DC at most. These constraints help to distribute the
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backup-related traffic loads evenly in the multi-DC network
and avoid generating “hot-spots” during the diaster backup,
and they also assist the logging system to track the backup
processes easily.

2) Disaster recovery constraints

a) =0, YweVe je(l,N] (®)

(€))

Eq. (8) ensures that a production DC cannot select itself as its
backup DC, while Eq. (9) makes sure that the production and
backup DCs do not fall into the same disaster zone.

3) Flow conservation constraints

2U) =0 YueV? jell,N].

v,u

)

Ty 2=
’E}J’L w2 Z bfjl,z,w = 0, Otherwise,
weV weV dgjf)[“ o (10)
Yo e Vi j €1, N].
dy), <2, > BY., V(w,z) €E,je[1,N]. (11)

(w,z)EE

Eq. (10) ensures that for each backup flow, the input bandwidth

equals to the output bandwidth at any intermediate node on the

routing paths. Eq. (11) ensures that no bandwidth is allocated

from v to u, if u is not the backup DC of v in a time interval.
4) Bandwidth capacity constraint

>

veVde

Eq. (12) ensures that on each link, the bandwidth allocated for
all the backup flows does not exceed its bandwidth capacity.
5) Backup window constraint

Yo e Ve je[1,N].

p)

v, U, W,z — B’Ell)j,)z’ v(w7 Z) 6 E?] 6 [17N] (12)

N, >j-2{), (13)

Eq. (13) ensures that the backup window only ends when all
the backup processes have been finished.
6) Backup data constraint

N

0 < A

=0

Vo € Ve, (14)

Eq. (14) ensures that all the data is backed up successfully.
This MILP model provides the optimal solution for the
multi-DC network to finish backup in the smallest backup
window. However, its computational complexity is also very
high. Hence, we discuss a few heuristics in the next section.

III. HEURISTIC ALGORITHMS

We still assume that the network operates based on the
discrete interval At. At the beginning of each interval, based
on the current network status, the heuristic algorithm should
determine the backup DCs and the corresponding routing
paths. We consider two types of heuristics, one-step and
two-step approaches. In the one-step approach, the algorithm
obtains the backup DC and routing paths for a production DC
simultaneously, while the two-step approach performs backup
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DC selection first and then determines the corresponding
routing paths. Algorithm 1 shows the overall procedures of
the proposed disaster backup algorithms. Here, we define R
as the node set, which consists of the production DC nodes
whose backup has yet been finished. Basically, the disaster
backup executes one of the algorithms discussed below in each
interval At until all the data has been backed up successfully.

Algorithm 1 Overall Disaster Backup Algorithm
Input:
G(V,E), V%,

Vi, As.
1. T=0, Rd"’—Vdc,j—l,

2: while R #£ () do

3:  invoke Algorithm 2 or 3 or 4,
4 update all A,;

55 T=TH+At,j=j+1;
6 for all v € R4 do

7 if A, =0 then

3 Rdc — Rdc \ v;
9 end if

10:  end for

11: end while

A. One-Step Heuristic Algorithms

We first design a greedy one-step algorithm that tries to
set up the backup process for each production DC with the
global maximum flow in the network. Algorithm 2 shows the
procedures. In the loop from Line 4 to 11, we calculate the
maximum flows (MFs) for all the feasible DC backup pairs
in the current network. Then, in Lines 12-17, among all the
MFs, we choose the one that has the largest throughput (i.e.,
the global MF (GMF)) to set up a backup process and then
update the network status. The procedures in Lines 3-17 are
repeated until all the production DCs are served or the network
bandwidth is used up. We denote Algorithm 2 as the one step
algorithm with global maximum flow (OneStep-GMF).

In Algorithm 2, we need to calculate all the feasible MFs
in the current network to set up a backup process. However,
this can cause high computational complexity. Note that in
order to minimize the backup window, we should handle the
production DC that has more data to be backed up earlier,
as it usually consumes a longer backup time. Therefore, we
develop another one-step heuristic as shown in Algorithm 3,
which first sorts the production DCs based on the amount of
data for backup and then set up the backup processes for them
one by one. In Lines 3-5, we calculate all the feasible MFs
for the production DC v, and then in Lines 6-11, among all
these MFs, we select the one that has the largest throughput
to set up the backup process for v. We denote Algorithm 3 as
the one step algorithm with most data first (OneStep-MDF).

B. Two-Step Heuristic Algorithm

Algorithm 4 shows the proposed algorithm for the two-
step approach (TwoStep). We still first sort the production
DCs based on the amount of data for backup. Then, for each
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Algorithm 2 One-Step Heuristic with Global Maximum Flow

Algorithm 4 Two-Step Heuristic

Input: _
G(V,E), R*, Vz, A,, BY..

1: R;ic = R, dec =V flag=1;

2: while RI # () AND flag =1 do

32 flag =0;

4: for each v € R} do

5: for each u € V¥ \ V7 do

6: get the maximum flow F, ,, for v — u;
7: if the bandwidth of F,, ,, is not O then
8: flag = flag + 1;

9: end if

10: end for

11:  end for

12 if flag > 0 then

13: get F, . that has the largest bandwidth;
14: set up backup process with F, ,, for v — wu;
15: R;i“ = R;l“ \ v, dec = dec \ us

16: update network status;

17:  end if

18: end while
19: run all backup processes for At;

Algorithm 3 One-Step Heuristic with Most Data First
Input:
G(V,E), R*, V7, A,, B
. R?C — Rdc, ‘/jdc — Vdc;
for each v € R;-lc in descending order of A, do
for cach u € V{“\ V7 do
get the maximum flow F, ,, for v — u;
end for
get F, ., that has the largest bandwidth;
if the bandwidth of F,, ,, is not O then
set up backup process with F, ,, for v — wu;
‘/jdc — ‘/jdc \ u;
update network status;
11:  end if
12: end for
13: run all backup processes for At;

A A A o e

_.
4

production DC v, we select the nearest feasible DC w as the
backup DC. Here, the “nearest” feasible DC means that u is
out of the disaster zone of v and the hop-count of the shortest
path for v — wu is the smallest. Then, in Lines 4-9, we calculate
the MF for v — u and set up the backup process with it.

IV. PERFORMANCE EVALUATION

We evaluate the performance of the proposed algorithms
with the US-Backbone topology shown in Fig. 2, and the DC
nodes are located at Nodes 6, 8, 9, 15, 18 and 22, i.e., VI =
{6,8,9,15,18,22}. The available bandwidth on the links is
uniformly distributed within [10, 30] units. In each simulation,
the total data for backup is fixed and the actual data on each
production DC is randomly chosen while satisfying Eq. (1).
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Input: _
G(M E)a Rdc7 sza AU) Bq(j)],)z.

. Rd( — Rdc Vdc — Vdc.

: J >0 2

1
2: for each v € R;-lc in descending order of A, do
3:  get the nearest node u from V}dc \ Vi,
4:  get the maximum flow F, , for v — u;
5. if the bandwidth of F, ,, is not O then
6: set up backup process with F, ,, for v — u;
7: V‘jdc — V;-dc \ u;
8: update network status;
9:  end if
10: end for

11: run all backup processes for At;

@ Datacenter (DC)

Fig. 2.

US-Backbone multi-DC network topology.

Fig. 3 shows the simulation results on the average backup
window obtained by the three heuristics, i.e., OneStep-GMF,
OneStep-MDF, and TwoStep. To obtain each data point in Fig.
3, we fix M, simulate 40 different data distributions, i.e., 40
different {A,}, and then average the backup windows. Fig.
3(a) shows the simulation results when the time interval is set
as At = 2, while Fig. 3(b) plots the results for At = 5. It can
be seen that in both plots, TwoStep provides the shortest back-
up windows. Between the two one-step heuristics, OneStep-
MDF provides smaller backup windows than OneStep-GMF'.
Since OneStep-GMF always tries to use the global MF to
set up a backup process, it may only maximize the backup
throughput for one DC pair. But if the geographic distance
between this DC pair is relatively long, OneStep-GMF may
also limit the throughput of other DC pairs and prolong the
backup window. Meanwhile, the DC that has the most data for
backup may not be handled first, which can cause dramatic
increase on the backup window. As OneStep-MDF first sets
up the backup process for the production DC that has the most
data for backup, it allocates network bandwidth more wisely
and therefore can provide a shorter backup window. The
reason why TwoStep can provide the shortest backup window
is that it considers the geographic distance between the DC
pairs and can reduce the probability of using long routing
paths with large hop-counts in the MF. Hence, the network
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Fig. 3. Average backup window for different total amounts of backup data.

bandwidth can be allocated in the most efficient way. It is
worth to noting that when the time interval is relatively small
(At = 2), the average backup windows from OneStep-MDF
are just slightly longer than those from TivoStep. This trend
suggests that if we optimize the backup processes based on
a relatively small time granularity, OneStep-MDF can provide
comparable backup windows as TwoStep.

We then fix M = 500 units to investigate the impact of
At on the backup window and Fig. 4 shows the results.
We observe that for all the three algorithms, the backup
window increases with At, but the backup window from
TwoStep increases with the most moderate slope. Note that
larger At means less frequent network optimizations and thus
lower operation complexity. Hence, TwoStep is still the most
preferred algorithm, as it achieves the shortest backup window
with the lowest operation complexity.

V. CONCLUSION

In this paper, we optimized the disaster backup in multi-DC
networks with the objective to minimize the backup window
for all the DCs in the network. We first formulated an MILP
model to optimize the backup processes jointly, and then
designed three heuristics that used either one-step or two-step
approaches for the selection of backup DCs and the calculation
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Fig. 4. Average backup window for different At when M = 500 units.

of backup routing paths. Simulation results showed that the
TwoStep algorithm can achieve the shortest backup window
with the lowest operation complexity.
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